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Il. 7| 2 A A - maven MX

¢ Dependency 57}

<I-- Spring Security -->

<dependency>
<groupld>org.springframework.security</groupld>
<artifactld>spring-security-core</artifactld>
<version>${spring.maven.artifact.version} </version>

</dependency>

<dependency>
<groupld>org.springframework.security</groupld>
<artifactld>spring-security-web</artifactld>
<version>${spring.maven.artifact.version}</version>
</dependency>

<dependency>
<groupld>org.springframework.security</groupld>
<artifactld>spring-security-config</artifactld>
<version>${spring.maven.artifact.version}</version>
</dependency>




Il. 7| 2 A A - maven MX

¢ Dependency 7} (egoviramework.rte.fdl.security)

<!-- Security -->
<dependency>

<groupld>egovframework.rte</groupld>
<artifactld>egovframework.rte.fdl.security</artifactld>

<version>2.0.0</version>

</dependency>

<dependency>
<groupld>org.springframework.security</groupld>
<artifactld>spring-security-core</artifactld>
<version>2.0.4</version>

</dependency>

<dependency>
<groupld>org.springframework.security </groupld>
<artifactld>spring-security-taglibs</artifactld>
<version>2.0.4</version>

</dependency>

<dependency>
<groupld>org.springframework.security</groupld>
<artifactld>spring-security-acl</artifactld>
<version>2.0.4</version>

</dependency>

<dependency>
<groupld>org.springframework.security</groupld>
<artifactld>spring-security-core-tiger</artifactld>
<version>2.0.4</version>

</dependency>

| eee—
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web,xml

<context-param>
<param-name>contextConfiglocation</param-name>
<param-value>classpath*:egovframework/spring/context-*.xml</param-value>
</context-param>
<listener>
<listener-class>org.springframework.web.context.ContextLoaderListener</listener-class>
</listener>

<servlet>
<servlet-name>action</servlet-name>
<servlet-class>org.springframework.web.servlet.DispatcherServlet</servliet-class>

<load-on-startup>1</load-on-startup>
</servlet>
<servlet-mapping>

</servlet-mapping>

<filter>
<filter-name>springSecurityFilterChain</filter-name>
<filter-class>org.springframework.web.filter.DelegatingFilterProxy</filter-class>
</filter>
<filter-mapping>
<filter-name>springSecurityFilterChain</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>




Il. 7| 224 A - DelegatingFilterProxy

Spring security7} = requests HAAA oA ZAAIH 2
Hoto] AL E L = 5= servlet filter

AA| 2= filter-name/> of] A H ©
bean(filter interface &)< &&3}

¥ springSecurityFilterChain‘
security®l] &Jol| A5 L 2 5

public void doFilter(ServletRequest request, ServletResponse response, FilterChain filterChain)
throws ServletException, IOException {

// Lazily initialize the delegate if necessary.
if (this.delegate == null\ [
WehAnnlicat+tianCant
[ **
protected Fil * Set the name of the target bean in the Spring application context.
Filter ¢ * The target bean must implement the standard Servlet 2.3 Filter interface.
if (isTe * <p>By default, the <code>filter-name</code> as specified for the
del * DelegatingFilterProxy in <code>web.xml</code> will be used.
} */
return ¢ public void setTargetBeanName(String targetBeanName) {
this.targetBeanName = targetBeanName;

}

|
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context—security,xml

<?xml version="1.0" encoding="UTF-8"7>
<beans:beans xmlns="http://www.springframework.org/schema/security"
xmlns:beans="http://www.springframework.org/schema/beans"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xs1i:schemalLocation="http://www.springframework.org/schema/beans

http://www.springframework.orag/schema/beans/spring-beans-3.0.xsd
http://www.springframework.org/schema/security

http://www. springframework.org/schema/security/spring-security-2.0.4.xsd">

<http auto-config="true">
<intercept-url pattern="/sample/add*" access="ROLE_ADMIN" />
<intercept-url pattern="/sample/update*" access="ROLE_ADMIN" />
<intercept-url pattern="/sample/delete*" access="ROLE_ADMIN" />

<intercept-url pattern="/**" access="ROLE_USER" />
</http>

<authentication-provider>
<user-service>
<user name="user" password="user" authorities="ROLE_USER" />

<user name="admin" password="admin" authorities="ROLE_USER, ROLE_ADMIN" />
</user-service>

</authentication-provider>
[n—memory

</beans :beans> authentication




1. 7| 2 AN - 712 2392 form

() ‘(':jfl”‘ http://localhost:8080/sample/spring_security_login;jsessionid=DB6906ACB58516770B1C6A303DC6BB6D

s e AR AR LR

Login with Username and Password

User:

Password:
Remember me on this computer.

<form name='"f" action='"/sample/j_spring security check' method="POST">

<table>

<tr><td>User:</td><td><input type='text' name='j username' value=""></td></tr>
<tr><td>Password:</td><td><input type='password' name='j password'/></td></tr>
<tr><td><input type='checkbox' name='_spring security remember me'/></td><td>Remember me
on this computer.</td></tr>

<tr><td colspan="2"><input name="submit" type="submit"/></td></tr>

<tr><td colspan="2"><input name="reset" type="reset"/></td></tr>

</table>







lll. Form & Basic = 12! - auto-config

auto—config="true”

<latGp>
<form-login />
=togout: 7>
</http>

¢ <form-login /) : /j_spring_security_check

¢ <logout /> @ /j_spring_security_logout
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<http /) 24 =7

<http auto-config="true">
<intercept-url pattern="/sample/add*" access="ROLE_ADMIN" />
<intercept-url pattern="/sample/update*" access="ROLE_ADMIN" />
<intercept-url pattern="/sample/delete*" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />

<http-basic />
</hithps

The server localhost:8080 requires a username and
password. The server says: Spring Security Application.

User Name: |

Password:

| Cancel | | Loglin J




lll. Form & Basic 212! - Basic login

Pemio
Basic =19l
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<http /) 24 =7

<http access-denied-page="/common/accessDenied. jsp" lowercase-comparisons="false">

<intercept-url
<intercept-url
<intercept-url

pattern="/common/**" access="IS_AUTHENTICATED_ANONYMOUSLY" />
battern=t7ess7r " =filters=tnone: />
pattern="/images/**" filters="none" 7>

<intercept-url
<intercept-url
<intercept-url
<intercept-url

pattern="/sample/add*" access="ROLE_ADMIN" />
pattern="/sample/update*"” access="ROLE_ADMIN" />
pattern="/sample/detete*" access="ROLE_ADMIN" />
battern="/** catcess=+=ROE=SER =/

<form-login login-pageé="/common/login.jsp"

authentication-failure-url="/common/login.jsp?fail=true" />

<logout logout-success-url="/common/logout.jsp" />

<anonymous />
</http>




l1l. Form & Basic =]

&] egovframework.sample/pom.xml \X| web.xml X| context-security.xml ¥ Login &3 Ll login.jsp

&= O] ‘{'j,}-»‘ http://localhost:8080/sample/common/login.jsp

<form name="loginForm" action="<c:url value='/j_spring_security_check'/>">

<c:if test="${not empty param.faill}">
<font color="red">
Your login attempt was not successful, try again.<br><br>
Reason:
<%= ((CAuthenticationException)session.getAttribute(AbstractProcessingFilter.SPRING_SECURITY_LAST_EXCEPTION_KEY)).getMessage() %>
</font>
</c:if>

<input type="text' name='j_username'
<c:if test="${not empty param.fail}">value='<c:out value="${SPRING_SECURITY_LAST_USERNAME}"/>'</c:if> ...

<input type="password" name="j_password" ...




1. Form & Basic 219! - Astg

| egovframework.sample/p X| web.xml X| context-security.xml @ http://localhost:8080/s &3 =] *login.jsp

4= () ,4';?--' http:/ /localhost:8080/sample/sample /updateSampleView.do

AR o] gl o
FEA Al T2l et FA]7] ups o
org.springframework security . AccessDeniedException: Access is denied
Account : user / user

<%@ page import="org.springframework.security.context.SecurityContextHolder" %>
<%@ page import="org.springframework.security.Authentication" %>

<%@ page import="org.springframework.security.ui.AccessDeniedHandlerImpl" %>
<%@ page import="org.springframework.security.userdetails.UserDetails" %>

<%@ page import="org.springframework.security.userdetails.UserDetailsService" %>

HZAsto| glEUCt. <br> EHEXIOA E2|5t0{ FA[Z| HigHCE. <br>
<%= request.getAttribute(AccessDeniedHandlerImpl.SPRING_SECURITY_ACCESS_DENIED_EXCEPTION_KEY)%><br>
<%

Authentication auth = SecurityContextHolder.getContext().getAuthentication();
Object principal = auth.getPrincipal();
if (principal instanceof UserDetails) {
String username = ((UserDetails) principal).getUsername();
String password = ((UserDetails) principal).getPassword();
out.println("Account : " + username.toString() + " / " + password.toString() + "<br>");
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lll. Form & Basic 212l - default target

$§ <http ) AR HA

<form-login login-page="/common/login. jsp"
authentication-failure-url="/common/login. jsp?fail=true"
default-target-url="/home. jsp"

always-use-default-target="true' />




l1l. Form & Basic =]

Password Encoder A&

<authentication-provider>
<user-service>
<user name="user" password="041f8996da763b7a969b1028ee30. ..
authorities="ROLE_USER" />
<user name="admin" password="8c6976e5b5410415bde908bd4. ..
authorities="ROLE_USER, ROLE_ADMIN" />
</user-service>

<password-encoder hash="sha-256"></password-encoder>

</authentication-provider>




l1l. Form & Basic =]

¢ Password A5}

import o.s.s.providers.encoding.PasswordEncoder;
import o.s.s.providers.encoding.ShaPasswordEncoder;

PasswordEncoder encoder = new ShaPasswordEncoder(256);
String hashed = encoder.encodePassword(password, null);

System.out.println("Password : " + password + " => " + hashed);




V. Database =&

3 DB E User senvice

<authentication-provider user-service-ref="jdbcUserService">
<password-encoder hash="sha-256" />
</authentication-provider>

<jdbc-user-service id="jdbcUserService" data-source-ref="dataSource"/>
N/ H
¢ 7|E gH|olE&

¢ users, authorities

¥ groups, groups_authorities, group_members

query+=
o.s.s.userdetails.jdbc.JdbcUserDetailsManagerol| 4] 241




V. Database =& - 7|2 schema

¢ Schema (in spring reference appendix)

create table users(
username varchar_ignorecase(50) not null primary key,
password varchar_ignorecase(50) not null,
enabled boolean not null);

create table authorities (
username varchar_ignorecase(50) not null,
authority varchar_ignorecase(50) not null,
constraint fk_authorities_users
foreign key(username) references users(username));

create unique index ix_auth_username
on authorities (username,authority);




V. Database —E—Pg - 7|2 schema HZ&

¢ jdbc—user—service®| property H7

<jdbc-user-service id="jdbcUserService"
data-source-ref="dataSource"
users-by-username-query="SELECT USER_ID, PASSWORD, ENABLED,
BIRTHDAY FROM USERS WHERE USER_ID = ?"
authorities-by-username-query="SELECT USER_ID, AUTHORITY
FROM AUTHORITIES WHERE USER_ID = ?" />




Schema Z-& 4

custom Security DB Scheme /

SECURED_RESOURCES

SECURED_RESOURCES_ROLE "PK RESOURCE_ID
RESOURCE_NAME

- RESOURCE_PATTERN

*PK RESOURCE_ID DESCRIFTION

“"PK AUTHORITY RESOURCE_TYPE

SORT_ORDER

CREATE_DATE

PK_SECURED_RESOURCES_ROLE(, ) MODIFY_DATE

PK_SECURED_RESOURCES()

ROLES_HIERARCHY

“PK AUTHORITY
ROLE_NAME
DESCRIPTION
CREATE_DATE
MOCDIFY_DATE

“PK PARENT_ROLE
“PK CHILD_ROLE

PK_ROLES_HIERARCHY(. )

"PK USER_ID

= USER_NAME

- PASSWORD PK_ROLES{) Tl ==l
ENABLED - ’ FK_ROLESZ2()
SSN
SL_YN
BIRTH_DAY
CELL_PHONE AUTHORITIES
ADDR
EMAIL
EMAIL_YN “PK USER_ID
IMAGE_FILE “PK AUTHORITY
REG_DATE

PK_AUTHORITIESY. )
PK_USERS()




V. Database &%
¢ Authentication @& H|o]E (1/2)

create table users (
user_id varchar(20) not null primary key,
password varchar(50) not null,
enabled boolean not null,
user_name varchar(50) not null

),

create table roles (
authority varchar(50) not null primary key,
role_name varchar(50)

i




i
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IV. Database = %!
¢ Authentication @& H|o]E (2/2)

create table authorities (
user_id varchar(20) not null,
authority varchar(50) not null,
primary key(user_id, authority),
foreign key(user_id) references users(user_id),

foreign key(authority) references roles(authority)

0

create table roles_hierarchy (
parent_role varchar(50) not null,
child_role varchar(50) not null,
primary key(parent_role, child_role),
foreign key(parent_role) references roles(Cauthority),
foreign key(child_role) references roles(Cauthority)




V. Database =& - o= == DB X 2] (cont)

Authentication 3= g|o] ]

Insert into USERS (USER_ID,USER_NAME,PASSWORD,ENABLED) values

('admin', "Admin. ", '8c6976e5b5410415bde908bd4deel15dfb167a9c873fc4bb8a81f6f2ab448a918"' ,true);
Insert into USERS (USER_ID,USER_NAME,PASSWORD,ENABLED) values

('user','User', '041f8996da763b7a969b1028ee3007569eaf3a635486ddab211d512c85b9df8fb"' ,true);

Insert into ROLES CAUTHORITY,ROLE_NAME) values ('ROLE_ADMIN', 'Administrator Role');
Insert into ROLES (CAUTHORITY,ROLE_NAME) values ('ROLE_USER','Public user');
Insert into ROLES (CAUTHORITY,ROLE_NAME) values ('ROLE_RESTRICTED', 'Restricted user');

Insert into AUTHORITIES (USER_ID,AUTHORITY) values ('admin', "ROLE_ADMIN');
Insert into AUTHORITIES (USER_ID,AUTHORITY) values ('user', 'ROLE_USER');

Insert into ROLES_HIERARCHY (PARENT_ROLE,CHILD_ROLE) values ('ROLE_RESTRICTED','ROLE_USER");
Insert into ROLES_HIERARCHY (PARENT_ROLE,CHILD_ROLE) values ('ROLE_USER','ROLE_ADMIN');

|

s S AR AL e



IV. Database &%t - o=

¢ Egov]dbcUserDetailsManager 4-&

<!-- customizing user table, authorities table -->
<beans:bean id="jdbcUserService"
class="egovframework.rte.fdl.security.userdetails. jdbc.EgovldbcUserDetailsManager">
<beans:property name="usersByUsernameQuery"
value="SELECT USER_ID,PASSWORD,ENABLED,USER_NAME FROM USERS WHERE USER_ID = ? "/>
<beans:property name="authoritiesByUsernameQuery"
value="SELECT USER_ID,AUTHORITY FROM AUTHORITIES WHERE USER_ID = ? "/>
<beans:property name="roleHierarchy" ref="roleHierarchy" />
<beans:property name="dataSource" ref="dataSource" />
<beans:property name="map(Class"
value="egovframework.rte.cmmn.security.EgovUserDetailsMapping" />
</beans :bean>

¢ 7|Z {dbc—user—service /) 2}9o] x}o]H
(0.s.s.userdetails.jdbc.JdbcUserDetailsManager extends JdbcDaolmpl)

¢  Role Hierarchy | (719 7-¢ B & UserDetailsServiceWrapper
T = RoleHierarchyVoter 2.9 )

Mapping class(MappingSqlQuery) 2|1 (7]




IV. Database &%t - o1z
Role hierarchy 4-% (1/2)

<beans:bean id="roleHierarchy"
class="0.s.s.userdetails.hierarchicalroles.RoleHierarchyImpl">
<!-- XML ALE
<beans:property name="hierarchy">
<beans:value>
ROLE_ADMIN > ROLE_USER
ROLE_USER > ROLE_RESTRICTED
ROLE_RESTRICTED > IS_AUTHENTICATED_FULLY
IS_AUTHENTICATED_REMEMBERED > IS_AUTHENTICATED_ANONYMOUSLY
</beans:value>
</beans:property> -->
<!-- DB AtZ -->
<beans:property name="hierarchy" ref="hierarchyStrings"/>
</beans :bean>

<beans:bean id="hierarchyStrings"
class="e.r.fdl.security.userdetails.hierarchicalroles.HierarchyStringsFactoryBean
init-method="1init">
<beans:property name="securedObjectService" ref="securedObjectService"/>
</beans:bean>




¢ Role hierarchy 48 (2/2)

<beans:bean id="securedObjectService"

class="e.r.fdl.security.securedobject.impl.SecuredObjectServiceImpl">
<beans:property name="securedObjectDAO" ref="securedObjectDAO"/>
</beans :bean>

<beans:bean id="securedObjectDAQ"

class="e.r.fdl.security.securedobject.impl.SecuredObjectDAO">

<beans:property name="dataSource" ref="dataSource"/>
</beans:bean>

public interface EgovSecuredObjectService {
/** Zof CHst URLe| oid HEE doj2ct. */
public LinkedHashMap getRolesAndUrl() throws Exception;

/¥* Zof Cfst oja~=9| ofE HMHEE doj2ct. */
public LinkedHashMap getRolesAndMethod() throws Exception;

/** Zof st AOP pointcut HE HHE doj2ct. */
public LinkedHashMap getRolesAndPointcut() throws Exception;

b

/¥ Bo| ABN Tz dof2ct, */

public String getHierarchicalRoles() throws Exception;




IV. Database =%
¢ Map class

@0verride

protected Object mapRow(ResultSet rs, int rownum) throws SQLException {
String userid = rs.getString("user_id");
String password = rs.getString("password");
boolean enabled rs.getBoolean("enabled");

String username = rs.getString("user_name");

Yol USERS HIO|E ZHH HZA (MAMolAM zel=l= &5 F7P)
// o) String birthDay = rs.getString("birth_day");

EgovUserDetailsVO userVO = new EgovUserDetailsVO(Q);
userV0.setUserId(userid);
userV0.setPassWord(password);
userV0.setUserName(Cusername);

o USERS Hio|E Zz A (MMM ne|=El= =2 7P
// o) userVO0.setBirthDay(birthDay);

return new EgovUserDetails(userid, password, enabled, userV0);
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IV. Database %!

¢ Tl AH A7

import e.r.fdl.security.userdetails.util.EgovUserDetailsHelper;

1f (EgovUserDetailsHelper.isAuthenticated()) {
EgovUserDetailsVO user =
(EgovUserDetailsVO)EgovUserDetailsHelper.getAuthenticatedUser();

System.out.printlnCuser.getUserId());
System.out.println(Cuser.getUserName());

List<String> autorities = EgovUserDetailsHelper.getAuthorities();

public static Object getAuthenticatedUser() {
SecurityContext context = SecurityContextHolder.getContext();
Authentication authentication = context.getAuthentication();

EgovUserDetails details = (EgovUserDetails) authentication.getPrincipal();

return details.getEgovUserV0(Q);
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filter chain

{Filter chain)

Container
Filter chain
proxy

T | Filter chain
3 V@
2 —
A browser 1 ] v
client

]
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Other

resources of «—7— Interceptor
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=1 PN 1R

SE B ©9 ) iz
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Filter
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ExceptionTranslation
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‘ Secure Resource
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Filter

l uses

Authentication
Manager

l uses

DaoAuthentication
Provider
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FORM login)
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passwords and roles)

l uses

UserDetailsService

(¢dontains usenames,
phsswords and roles)

from AnyFrame




¢ Authorization T+ go]E

create table secured_resources (
resource_id varchar(10@) not null primary key,
resource_name varchar(50),
resource_pattern varchar(100) not null,
resource_type varchar(10),

sort_order integer

Dl

create table secured_resources_role (
resource_id varchar(10@) not null,
authority varchar(50) not null,
primary key(resource_id, authority),
foreign key(resource_id) references secured_resources(resource_id),
foreign key(Cauthority) references roles(Cauthority)




V. Database =&} - 251 2= DB &2 (cont)
¢ Authorization & ¢|o] ]

Insert into SECURED_RESOURCES

(RESOURCE_ID,RESOURCE_NAME ,RESOURCE_PATTERN,RESOURCE_TYPE, SORT_ORDER)
values ('WEB-0000001','Sample Add','/sample/add*','url',1);

Insert into SECURED_RESOURCES

(RESOURCE_ID,RESOURCE_NAME ,RESOURCE_PATTERN,RESOURCE_TYPE, SORT_ORDER)
values ('WEB-0000002','Sample Update','/sample/update*','url’,1);
Insert into SECURED_RESOURCES

(RESOURCE_ID,RESOURCE_NAME ,RESOURCE_PATTERN,RESOURCE_TYPE , SORT_ORDER)
values ('WEB-0000003', 'Sample Delete','/sample/delete*','url’',1l);
Insert into SECURED_RESOURCES

(RESOURCE_ID,RESOURCE_NAME ,RESOURCE_PATTERN,RESOURCE_TYPE , SORT_ORDER)
values ('WEB-0000004','Sample Select','/sample/egov*','url’',2);

Insert into SECURED_RESOURCES_ROLE (RESOURCE_ID,AUTHORITY) values
('WEB-0000001" , 'ROLE_ADMIN');
Insert into SECURED_RESOURCES_ROLE (RESOURCE_ID,AUTHORITY) values
('WEB-0000002"' , 'ROLE_ADMIN');
Insert into SECURED_RESOURCES_ROLE (RESOURCE_ID,AUTHORITY) values
('WEB-0000003"' , 'ROLE_ADMIN');
Insert into SECURED_RESOURCES_ROLE (RESOURCE_ID,AUTHORITY) values
('WEB-0000004" , 'ROLE_USER");




IV. Database =&t - asi

¢ using custom-—filter

¢ add own filters

¢ or customize standard namespace filter

<beans:bean id="myFilter"
class="com.mycompany.MySpecialAuthenticationFilter">
<custom-filter position="AUTHENTICATION_PROCESSING_FILTER"/>
</beans :bean>




IV. Database &%t - &35

Stna ilte Alises ad re

CHANNEL_FILTER ChannelProcessingFilter http/intercept-url

CONCURRENT_SESSION_FILTER ConcurrentSessionFilter http/concurrent-session-control

SESSION_CONTEXT_INTEGRATION_FILTER | HttpSessionContextintegrationFilter http

LOGOUT _FILTER LogoutFilter http/logout

AUTHENTICATION_PROCESSING_FILTER AuthenticationProcessingFilter http/form-login

BASIC_PROCESSING_FILTER BasicProcessingFilter http/basic-login

REMEMBER_ME_FILTER RememberMeProcessingFilter http/remember-me

ANONYMOUS_FILTER AnonymousProcessingFilter http/anonymous

EXCEPTION_TRANSLATION_FILTER ExceptionTranslationFilter http

FILTER_SECURITY_INTERCEPT FilterSecuritylnterceptor http

w ZQ filterTt FA




IV. Database &%t - &35

filterSecuritylnterceptor

<beans:bean id="filterSecurityInterceptor"”

class="org.springframework.security.intercept.web.FilterSecurityInterceptor">
<custom-filter before="FILTER_SECURITY_INTERCEPTOR" />

<beans:property name="authenticationManager" ref="_authenticationManager" />
<beans:property name="accessDecisionManager" ref="_accessManager" />

<beans:property name="objectDefinitionSource"
ref="databaseObjectDefinitionSource" />

</beans :bean>

w A5 0 2 5= 5= bean ©]5 52 Security schema handler$! o.s.s.config.SecurityNamespaceHander 3=




V. Database

¢ AccessDecisionManager (7|2 A

<beans:bean id="_accessManager"

class="org.springframework.security.vote.AffirmativeBased">
<beans:property name="allowIfAllAbstainDecisions" value="false" />
<beans:property name="decisionVoters">

<beans:list>

<beans:bean class="org.springframework.security.vote.RoleVoter">
<beans:property name="rolePrefix" value="ROLE_" />
</beans :bean>
<beans:bean class="org.springframework.security.vote.AuthenticatedVoter" />
</beans:1list>
</beans:property>
</beans:bean>

¥  o.s.s.vote AffirmativeBased : & 3 7]e] AT 5]=stH 5]71¢t
# s.s.vote.Unani : B= 20| of=yslok o 7|3k

o.s.s.vote.RoleVoter : #|

o.s.s.Votg.AuthenticatedVoter
A4S s
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objectDefinitionSource

<beans:bean 1d="databaseObjectDefinitionSource"

class="0.s.s.intercept.web.EgovReloadableDefaultFilterInvocationDefinitionSource">

<beans:constructor-arg ref="antUrlPathMatcher" />
<!--beans:constructor-arg ref="regexUrlPathMatcher" /-->
<beans:constructor-arg ref="requestMap" />

<beans:property name="securedObjectService" ref="securedObjectService"/>
</beans :bean>

<l-- url -->

<beans:bean id="requestMap"

class="e.r.fdl.security.intercept.ResourcesMapFactoryBean"
init-method="1init">
<beans:property name="securedObjectService" ref="securedObjectService"/>
<beans:property name="resourceType" value="url"/>

</beans :bean>

<beans:bean id="antUrlPathMatcher" class="o0.s.s.util.AntUrlPathMatcher" />
<beans:bean 1d="regexUrlPathMatcher" class="0.s.s.util.RegexUrlPathMatcher" />

44




V. Database =F2Af - Ast &7 M A (cont)

¢ EgovReloadableDefaultFilterInvocationDefinitionSource

public class EgovReloadableDefaultFilterInvocationDefinitionSource
extends DefaultFilterInvocationDefinitionSource implements ApplicationContextAware {

private EgovSecuredObjectService securedObjectService;

public void setSecuredObjectService(EgovSecuredObjectService securedObjectService) {
this.securedObjectService = securedObjectService;

1

public void reloadRequestMap() throws Exception {
i A

}

/* requestMapol CHalA =Z=E=/0{ Secured URL MEE MM */

@0verride

void addSecureUrl(String pattern, String method, ConfigAttributeDefinition attr) {
Map mapToUse = getRequestMap();

mapToUse.put(getUriMatcher().compile(pattern), attr);
AT
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¢ ResourcesMaplactoryBean

public class ResourcesMapFactoryBean implements FactoryBean {
private LinkedHashMap resourcesMap;
private String resourceType;

public void init() throws Exception {

1f ("method".equals(resourceType)) {
resourcesMap = securedObjectService.getRolesAndMethod();

} else if ("pointcut".equals(resourceType)) {
resourcesMap = securedObjectService.getRolesAndPointcut();

} else {
resourcesMap = securedObjectService.getRolesAndUrl();
¥
¥

public Object getObject() throws Exception {
1f (resourcesMap == null) {
L)

}

return resourcesMap;
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V. Method & Pointcut - method = ¢t
¢ <(global-method-security)

<global-method-security secured-annotations="enabled"
jsr250-annotations="enabled"/>

public interface BankService {
@Secured("IS_AUTHENTICATED_ANONYMOUSLY™)
public Account readAccount(Long 1id);
@Secured("IS_AUTHENTICATED_ANONYMOUSLY™")
public Account[] findAccounts();
@Secured("ROLE_TELLER™)
public Account post(Account account, double amount);

}

<global-method-security>
<protect-pointcut expression="execution(* com..*Service.*(..
access="ROLE_USER"/>

</global-method-security>
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{intercept—methods)

<beans:bean id="target" class="com.mycompany.myapp.MyBean">
<intercept-methods>
<protect method="set*" access="ROLE_ADMIN" />
<protect method="get*" access="ROLE_ADMIN,ROLE_USER" />
<protect method="doSomething" access="ROLE_USER" />
</1intercept-methods>
</beans :bean>




V. Method & Pointcut - method E ¢ (cont)

¢ MethodSecuritylnterceptor

<beans:bean id="methodDefinitionSourceAdvisor"
class="0.s.s.intercept.method.aopalliance.MethodDefinitionSourceAdvisor">
<beans:constructor-arg value="methodSecuritylInterceptor" />
<beans:constructor-arg ref="delegatingMethodDefinitionSource" />
</beans :bean>

<beans:bean id="methodSecurityInterceptor"”
class="0.s.s.intercept.method.aopalliance.MethodSecuritylInterceptor">
<beans:property name="validateConfigAttributes" value="false" />
<beans:property name="authenticationManager" ref="_authenticationManager"/>
<beans:property name="accessDecisionManager" ref="_accessManager"/>
<beans:property name="objectDefinitionSource"
ref="delegatingMethodDefinitionSource" />
</beans :bean>

AdvisorAutoProxyCreator®l| 2Jdf] 24 =|+= MethodDefinitionSourceAdvisor
AdviceE &9l MethodSecuritylnterceptor &=




V. Method & Pointcut - method E ¢ (cont)

¢  DelegatingMethodDefinitionSource

<beans:bean 1d="delegatingMethodDefinitionSource"
class="0.s.s.intercept.method.DelegatingMethodDefinitionSource">
<beans:property name="methodDefinitionSources">
<beans:list>
<beans:ref bean="methodDefinitionSources"/>
<beans:bean
class="0.s.s.annotation.SecuredMethodDefinitionSource" />
<beans:bean
class="0.s.s.annotation.Jsr250MethodDefinitionSource" />
</beans:list>
</beans:property>
</beans:bean>




V. Method & Pointcut - method E ¢ (cont)

¢ MethodDefinitionSource

<beans:bean id="methodDefinitionSources"
class="0.s.s.intercept.method.MapBasedMethodDefinitionSource">
<beans:constructor-arg ref="methodMap" />
</beans:bean>

<beans:bean id="methodMap"
class="e.r.fdl.security.intercept.ResourcesMapFactoryBean"
init-method="1init">
<beans:property name="securedObjectService"
ref="securedObjectService"/>
<beans:property name="resourceType" value="method"/>
</beans:bean>




V. Method & Pointcut - method E o}




V. Method & Pointcut - pointcut £ ¢t

¢ MethodDefinitionSource

<beans:bean id="protectPointcutPostProcessor"
class="0.s.s.intercept.method.ProtectPointcutPostProcessor">
<beans:constructor-arg ref="methodDefinitionSources" />
<beans:property name="pointcutMap" ref="pointcutMap"/>
</beans :bean>

<beans:bean id="pointcutMap"
class="e.r.fdl.security.intercept.ResourcesMapFactoryBean"
init-method="1n1t">
<beans:property name="securedObjectService"
ref="securedObjectService"/>
<beans:property name="resourceType" value="pointcut"/>
</beans :bean>




VI. 7| El} 2-Z - https channel £t

¢ requires—channel

<http>
<intercept-url pattern="/secure/**" access="ROLE_USER"
requires-channel="https"/>
<intercept-url pattern="/**" access="ROLE_USER"
requires-channel="any"/>

<port-mappings>
<port-mapping http="9080" https="9443"/>
</port-mappings>
</http>

¢ https= XA H URLZ http= ©=61H https= redirect
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¢ {concurrent—session—control)
<http>

<concurrent-session-control max-sessions="1"
exception-if-maximum-exceeded="true"/>
</http>

$ vwebxml 8% =7}

<listener>
<listener-class>0.s.s.ui.session.HttpSessionEventPublisher
</listener-class>

</listener>

v HttpSessionListener2 session A§/d A](sessionCreated) T+= 21A| A (sessionDestroyed) A] s o|HIEE A 2]
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§ security tags

<%@ taglib prefix='security' uri="http://www.springframework.org/
security/tags' %>

<security:authorize 1ifNotGranted="ROLE_USER">

<a href="<c:url value='/common/login.jsp' />">login</a>
</security:authorize>
<security:authorize ifAnyGranted="ROLE_USER, ROLE_ADMIN">
<b><security:authentication property="principal.username" /></b>4
HtZ-EL . <br>
<a href="<c:url value='/j_spring_security_logout' />">logout</a>
</security:authorize>




VI. 7| E} 2= - Remember-Me

¢ Simple Hash—based token HI4]
<http>

<remember-me key="myAppKey"/>
</http>

¢ Persistent token B!
<http>

<remember-me data-source-ref="someDataSource"/>
</http>

create table persistent_logins (
username varchar(64) not null,
series varchar(64) primary key,
token varchar(64) not null,
last_used timestamp not null);
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